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Cyber security is all about risks



The cyber threat is for real



Threat is more 

than a number

(CFCS Assessment

2022)

The threat from cyber espionage is VERY 

HIGH.

The Threat from cyber crime is VERY HIGH.

The threat from cyber activities is MEDIUM 

(up from low due to the war in Ukraine).

The treat from destructive cyber attacks is 

LOW.

The threat from cyber terror is NONE.



Important to 

understand

Different groups

Motivations

Resources

Capabilities

And to differentiate between

Cyber criminals (profit)

Nation Stateus (strategy)

Insiders

Greyhats, hacktivists, script kiddies...



Overview: Circumplex taxonomy
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Cyber criminals – for €€€



A Danish company in 2021 – AK Techotel



Vestas also hit in 2021 – data leaked



Conti Leaks (and a bit on Ukraine)



Losses according to Internet 

Crime Complaint Center (FBI)



2021 was the year for supply chain attacks



Nation states



How are these groups connected?

And why is this important?
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What to do 

according to NIST

The Five Functions of NIST

• Identify

• Protect

• Detect

• Respond

• Recover

Don’t forget it’s all about risk ☺



Trends (1)

More sophisticated attacks, larger targets, and 

at the same time lots of opportunistic attacks. 

Supply chain attacks are here to stay, and 

appears very challenging to address.



Trends? (2)

More sophisticated attacks, larger targets, and 

at the same time lots of opportunistic attacks. 

Supply chain attacks are here to stay, and 

appears very challenging to address.

The number of Internet connected devices

keeps increasing. It is hard to know what to 

trust – and if it is flawed, it is already found.



Trends (3)

More sophisticated attacks, larger targets, and 

at the same time lots of opportunistic attacks. 

Supply chain attacks are here to stay, and 

appears very challenging to address.

The number of Internet connected devices

keeps increasing. It is hard to know what to 

trust – and if it is flawed, it is already found.

We see a lot of artificial intelligence and 

machine learning, but do we understand how

it works and how it can be attacked?

Panum, T. K., Hageman, K., Hansen, R. R., & Pedersen, J. M. (2020). 

Towards Adversarial Phishing Detection. I 13th USENIX Workshop on 

Cyber Security Experimentation and Test USENIX - The Advanced 

Computing Systems Association. 

https://www.usenix.org/system/files/cset20-paper-panum.pdf



Trends? (4)

More sophisticated attacks, larger targets, and 

at the same time lots of opportunistic attacks. 

Supply chain attacks are here to stay, and 

appears very challenging to address.

The number of Internet connected devices

keeps increasing. It is hard to know what to 

trust – and if it is flawed, it is already found.

We see a lot of artificial intelligence and 

machine learning, but do we understand how

it works and how it can be attacked?

We need a holistic view on cyber security, 

including the users – and we need to 

understand that cyber security is part of a 

context.



Trends? (5)

More sophisticated attacks, larger targets, and at 

the same time lots of opportunistic attacks. 

Supply chain attacks are here to stay, and 

appears very challenging to address.

The number of Internet connected devices keeps

increasing. It is hard to know what to trust – and 

if it is flawed, it is already found.

We see a lot of artificial intelligence and machine

learning, but do we understand how it works and 

how it can be attacked?

We need a holistic view on cyber security, 

including the users – and we need to understand 

that cyber security is part of a context.

Increasing regulation e.g. NIS2 – higher

requirements for companies and suppliers.



Cyber security is all about risks



Keep calm and …



ASIV Case!

In this case, you need to come up with a plan on how to handle cyber attacks: How to prevent attacks, how to detect

attacks, and most importantly: What to do in case of an attack?

You have until 15.15 to work in the groups

During the session, there might be updates. These are distributed in the chat of the main room (so we will close the 

breakout rooms whenever there is an update).

Good advice: Keep cool. Organise yourself. 
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